
CYBER 
INCIDENT 
RESPONSE 
HOW EFFECTIVELY WILL YOU RESPOND?
Nobody will want it to happen to them, but organisations 

must face the reality that successful cyber attacks will occur, 
and it is imperative to develop an effective Cyber Incident 

Response Plan (CIRP) to mitigate the impact and also 
to have the right team in place, ready to respond to any crisis.
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CYBER INCIDENT RESPONSE 
HOW EFFECTIVELY WILL YOU RESPOND?
Quick discovery and an efficient response to attacks on your critical 
assets can save a signifcant amount of time, money and staff hours. 
Cyberplus offer Cyber Incident Response Planning service and 
training to help optimise your incident response plan, coordinate 
an incident response team and determine the source, cause and 
extent of a cyber security breach quickly and effectively.

THE 6 STEPS TO SUCCESSFUL 
CYBER INCIDENT RESPONSE
1. Preparation
Do you have suitable defences in place, including tools, teams and 
training for incidents before they happen?

2. Detection & Identification
Are incidents being identifed thoroughly? 

3. Containment
The Incident needs to be contained immediately to prevent  
and reduce collateral damage.

4. Eradication 
Get rid of the malicious code, unauthorised account, or bad  
employee that caused the incident.

5. Recovery
Ensure systems meet company standards or baselines, before  
returning to service and continue to monitor it for any aberrant  
behaviour to be sure that incident has been fully resolved.

6. After-Effects
Reports should detail what happened, why it happened, what 
could have prevented it, and how to prevent it from happening 
again in the future. 

Whilst most organisations have Cyber Incident Response Plans, 
many do not utilise them fully. Perhaps this is due to either  
inadequate design, implementation, or both. Maybe the plan  
and its procedures are not practiced enough within the response 
team - potentially meaning that any decision making is deferred 
and inconsistent. When discovering and responding to a cyber  
incident, any delay could be very costly.

BE READY!
Why not get the World Class 
support you need simply on call?
Our vital patches with their tools and 
experts are available immediately on call 
when you subscribe to Cyberplus 24/7.

The following patches are billed on our 
discounted incident follow up rates. 

SUMMARY IR PATCHES:

1. TECHNICAL CYBER  
 INCIDENT RESPONSE
£15k retainer membership/annual fee, 
£5k invocation charge per incident,  
includes immediate response, multi 
disciplinary technical and cyber  
specialists, triage and risk assessment

• Review all technical and  
 procedural controls

• Assess all evidence, identify motive  
 and extent of attack and any  
 hidden factors

2. CORPORATE CYBER   
 INCIDENT MANAGEMENT
£15k retainer membership/annual fee, 
£5k invocation charge per incident, 
includes immediate response, multi 
non technical crisis management and 
business continuity specialists

• Manage law enforcement, regulatory 
 bodies and customer liaison

• Manage all internal and external  
 stakeholders

3. POST CYBER BREACH  
 REVIEW AND CLEANUP 
£15k retainer membership/annual fee, 
£5k charge per post incident review.  

• Technical and non technical root  
 cause analysis of breach

• Compliance and governance   
 assessment to identify any residual risks

•  Lessons learnt procedure to improve  
 response for future incidents

ADDITIONS:
• 50% discount on ExecSIM  
 as annual members, recommended  
 for all contracts

• Bundle discounts for membership  
 to multiple patch modulesFor full details visit cyberplus.co.uk or email cir@cyberplus.co.uk


