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LOCATION BASED
CYBER ANALYTICS cyber@

DECOY
& DECEPTION TRAPS

INSIDER THREAT
PROTECTION

IT & AV TECHNICAL
£3 ~  CONTROLS

OT SEGREGCATION
& PROTECTION

EMAIL PHISHING
& RANSOMWARE

WIFI, SWITCH
& PC INTEGRATION

OWNER & CREW
THREAT PROTECTION



1. Discovery Consultation 2. Core Assurance







IMO ALIGNMENT & IASME MCB
CERTIFICATION PROGRAM

« IMO compliance policies and procedures pack customised
for the vessel and owner

« Formal risk assessment, treatment and remediation plans

Internal audit report of compliance

Evidence of controls

Certificate attesting to IMO & MCB compliance

Includes 12 months of advisory & support
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INTERNET DIGITAL FOOTPRINT
& SECURITY SCORECARD

« Allows for the discovery of all publicly visible artefacts
belonging to the vessel

= ldentifies any compromised or leaked credentials
belonging to the crew or owners

+ Consolidates public-facing vulnerabilities into a single
easily digestible report

» Detailed results on each discovered vulnerability to aid
remediation

+ Detailed view of your cyber environment and risks



cyber@

CYBER ATTACK EARLY
WARNING SYSTEM

+ Advanced detection system designed for maritime

* Provides immediate alerts and automated response to
cyber attacks

s Zerofalse positives, only alert on malicious attack activity

* [Decoy & deception system lures hackers into traps, sowe
can track & trace their activity

» Specific markers for targeted attacks across firewalls,
networks, satcom and all ITAOT systems

CYBER-PHYSICAL REAL-TIME
THREAT INTELLIGENCE

» Real-time Threat Intelligence alerts and Geo-Fencing

= Addresses potential situational threats e.g, locations on
course, that may increase expasure to risk

* Addresses potential targeted threats e.g. information
discovered online, in social media, or the darkweb

« Mutomated alerts, based on type, shared with specific
personnel for discretion

» Integrates cyber and executive protection teams




Secure Horizons: The CyberPlus Promise






cyberplus@



	cm01
	cm02
	cm03
	cm04
	cm05
	cm06
	cm07
	cm08
	cm09
	cm10
	cm11
	cm12
	cm13
	cm14
	cm15
	cm16

